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(Inner-Product) Functional Encryption [abd+15]

Public-key encryption with fine-grained access to computation: a functional key sk; reveals
only f(x) from a ciphertext of x — and nothing else.

* Setup(1*) — (mpk, msk) master keys
e KeyGen(msk, f) — sk key for a function f
® Enc(mpk, x) — cty encrypt a message x
¢ Dec(sk¢, ctyx) — f(x) learn only f(x)
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(Inner-Product) Functional Encryption [abd-+15]

Public-key encryption with fine-grained access to computation: a functional key sk; reveals
only f(x) from a ciphertext of x — and nothing else.

* Setup(1*) — (mpk, msk) master keys
e KeyGen(msk, f) — sk key for a function f
® Enc(mpk, x) — cty encrypt a message x
¢ Dec(sk¢, ctyx) — f(x) learn only f(x)

Inner-product FE (IPFE). keys and messages are vectors; decryption reveals only (x,y).
Applications: privacy-preserving ML [Mar+19], money-laundering detection [PP22], search on

encrypted streams [BCS23], data marketplaces [Kou+20], ...



From Bounded to Unbounded IPFE

Problem: almost all IPFE schemes fix the vector length ¢ at setup — so mpk and msk
depend on /.
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From Bounded to Unbounded IPFE

Problem: almost all IPFE schemes fix the vector length ¢ at setup — so mpk and msk
depend on /.

Unbounded IPFE (UIPFE) [TT18; DP19]: no a-priori bound on ¢ — keys and ciphertexts for
any length.

For a key of length ¢ and a ciphertext of length /:

decrypt iff ¢/ =/, decrypt iff ¢/ </,
recover (X,y). recover (x|, y)-

Fine-grained: add identity-/attribute-based access control — decrypt only if the policy is
satisfied, C(w) = 0.



This work: lattice-based (fine-grained) UIPFE

Prior UIPFE is pairing-based [TT18; DP19; DP23] — not post-quantum. The only lattice route
[GKW16] is non-black-box and only semi-adaptive.

Main result

The first UIPFE from plain LWE that is
standard-model, adaptive, black-box, and fine-grained (1B & AB).
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This work: lattice-based (fine-grained) UIPFE

Prior UIPFE is pairing-based [TT18; DP19; DP23] — not post-quantum. The only lattice route
[GKW16] is non-black-box and only semi-adaptive.

Main result

The first UIPFE from plain LWE that is
standard-model, adaptive, black-box, and fine-grained (1B & AB).

Four schemes, all reducing to the (bounded) ALS IPFE [ALS16]:

® strict UIPFE e permissive UIPFE
® identity-based UIPFE e attribute-based UIPFE
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State of the art

Scheme Fine-grained Security Assumption  Model  Black-box
[GKW16] IB/AB semi-adaptive IPFE4+OWF  SM X
[TT18] X adaptive SXDH SM v
[DP19] IB selective DBDH ROM v
[DP23] IB/AB selective DBDH ROM v
This work IB/AB adaptive? LWE SM v/

* generic, strict only. T LSSS policies only. ¥ our AB-UIPFE is selective, depth-d circuits.



Security: adaptive IND-CPA

e Adversary gets mpk and adaptive access to KeyGen(msk, -).
* Outputs a challenge (xg, x7); receives ct* <— Enc(mpk, x}) for a hidden bit b.

® Wins if it guesses b.

Validity of the adversary

every queried key y satisfies (x§,y) = (x],y)

(and, in the fine-grained setting, is not authorized to decrypt the challenge).



Security: adaptive IND-CPA

e Adversary gets mpk and adaptive access to KeyGen(msk, -).
* Outputs a challenge (xg, x7); receives ct* <— Enc(mpk, x}) for a hidden bit b.

® Wins if it guesses b.

Validity of the adversary

every queried key y satisfies (x§,y) = (x],y)

(and, in the fine-grained setting, is not authorized to decrypt the challenge).

Selective | semi-adaptive: commit to (xg,x}) before mpk / before oracle queries.



Starting point: the ALS bounded IPFE [aLs16]

ALS[¢]  (error terms omitted)

Setup(1*,1°): A<$ZJ*™, T <% Dymxe,, D := AT
mpk = (A,D), msk=T

Enc(x): co:=sA, c¢;:=sD+ |q/K] -x

KeyGen(y): t;— =Ty'

Dec: ¢y’ —cot;— ~ |q/K]-(xy)
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Starting point: the ALS bounded IPFE [aLs16]

ALS[¢]  (error terms omitted)

Setup(1*,1°): A<$ZJ*™, T <% Dymxe,, D := AT
mpk = (A,D), msk=T

Enc(x): co:=sA, c¢;:=sD+ |q/K] -x

KeyGen(y): t;— =Ty'

Dec: ¢y’ —cot;— ~ |q/K]-(xy)

Obstacle: both D € Z7** and T € Z™** depend on /.
(All other parameters can be made independent of £ [ALS16].)



Step 1: remove the msk dependence on /

Idea: sample A with a trapdoor Ta, sample D <$ ZZXK uniformly, and derive T on the fly as

a Gaussian preimage of D under A.

modified algorithms

mpk = (A, D),

Setup: (A, Ta) < TrapGen, D +s nge, k <s {0, 1}/\

msk = (Ta, k)

KeyGen(y): T < SamplePre(A, Ta, D, 7; PRF(k, 1)), t] :

y

Ty—r
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msk = (Ta, k)
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y

Ty—r

® the PRF derandomizes preimage sampling — KeyGen stays deterministic (crucial for security).
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Step 1: remove the msk dependence on /

Idea: sample A with a trapdoor Ta, sample D <$ ZZXK uniformly, and derive T on the fly as

a Gaussian preimage of D under A.

modified algorithms

mpk = (A, D),

Setup: (A, Ta) < TrapGen, D +s ZZ”, k <s {0, 1}/\

msk = (Ta, k)

KeyGen(y): T < SamplePre(A, Ta, D, 7; PRF(k, 1)), t] :

y

Ty—r

® the PRF derandomizes preimage sampling — KeyGen stays deterministic (crucial for security).

the only remaining dependence on £ is now D € Zg“.
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Step 2: “delay” the sampling of D to KeyGen [cw2s)

Add B,W,Y ¢ ngm and v € ZZ to mpk, and Tg to msk.

e Ciphertext carries, for j € [(]:

siv +xlq/K|, s;B, si(W+jG)—sG, s;(Y+(G).
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Step 2: “delay” the sampling of D to KeyGen [cw2s)

Add B,W,Y ¢ ZZX’" and v € Zg to mpk, and Tg to msk.

e Ciphertext carries, for j € [(]:

siv +xlg/K|, s;B, sj(W+,G)—sG, s;(Y+(G).
® Secret key carries Gaussian preimages (zj,rj, p;) of v’ under [B | W + jG | Y + (G], with d" := Gr}
andD=1[d{ |---|d/].

® Decryption recombines them into sd;' + x;|q/K| — exactly an ALS ciphertext — then runs ALS
decryption.
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Step 2: “delay” the sampling of D to KeyGen [cw2s)

Add B,W,Y ¢ ZZX’" and v € Zg to mpk, and Tg to msk.

e Ciphertext carries, for j € [(]:
siv +xlg/K|, s;B, sj(W+,G)—sG, s;(Y+(G).

® Secret key carries Gaussian preimages (zj,rj, p;) of v under [B | W + jG | Y + (G], with d]' := Gr;"

J
andD=1[d{ |---|d/].

® Decryption recombines them into sd;' + x;|q/K| — exactly an ALS ciphertext — then runs ALS
decryption.

The term Y + /G binds the length ¢: a different Dy per length, preventing prefix attacks.
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The strict UIPFE scheme

My  (error terms omitted)

Setup: (A, Ta), (B, Tg) « TrapGen; W,Y <—$ng"’

Enc(x): cp:=SsA, for j € [4]:
ciji=sv +x[q/K]|,

C3j = Sj(W ~|—jG) —sG,

Crj = SJ'B,
cj=sj(Y +(G)

.
Z.
j
KeyGen(y): (randomness PRF(k,-)) [ r’
-
P

D=[Gr |---|Gr/],

V<$Zg k<+s${0, %

] —[B|W+G|Y+ (G (v")

T+ A'D), t =Ty’

SCN 2026

10/21



Correctness

Using the secret-key preimages, each ciphertext block collapses to an ALS ciphertext:

c1j— [c2j | €3l caj]- [z ] ] Pj}T ~ sd] +x[q/K].
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Correctness

Using the secret-key preimages, each ciphertext block collapses to an ALS ciphertext:

e~ [eajlesjleaj] - [zl ] ~ sdf +xla/K].

Concatenating over j yields sD + | g/K | - x. Together with ¢y = sA and tJ =Ty  (where
AT = D), this is exactly an ALS ciphertext/key pair, so ALS decryption recovers (X, y).



Security proof: two steps

Let £* be the challenge length (guessed up front, losing a factor T).

Step 1 — randomize the challenge ciphertext

For k=1, ..., 0*: program W = BW, — kG and Y = BY — /*G (leftover hash), rewrite v
through the preimages, then invoke LWE to replace ¢ k, €3 k, €4 x with uniformly random.

Step 2 — reduce to ALS[/*]

Sample T, and set D, = AT, for every £ # ¢*; embed the ALS challenge at ¢ = ¢*, i.e.
A= AALS and Dg* = DALS-




Security proof sketch (step 1, fix k € [¢*])

Cco :=SsA
Cixi=skv! +xk[q/K]
Cox :=5kB
c3x = sk (W+kG) — sG
Cok = sk (Y+LG)
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Security proof sketch (step 1, fix k € [¢*])

® Hybrids over k € [(*]: W =BW, — kG, Y =BY — ("G

Cco :=SsA
Cixi=skv! +xk[q/K]
Co k=B
c3x = sk(W+kG) — sG
Cok = sk (Y+L*G)

program W, Y (leftover hash lemma)
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Security proof sketch (step 1, fix k € [¢*])

* Hybrids over k € [(*]: W =BW, — kG, Y =BY — (*G
vl = [B|W+kG | Y+ Gk,
Cco :=SsA
Cixi=skv! +xk[q/K]
Co k=B
c3k ;= sg(W+kG) — sG
Ca i = sk(Y+C*G)

program v (SamplePre)
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Security proof sketch (step 1, fix k € [¢*])

® Hybrids over k € [(*]: W = BW, — kG, Y =BY —/*G
vl = [B|W+kG | Y+(*G| k]

co :=SsA
cLe =8V + x| q/K]
Co i :=5skB
c3k = sk(W+kG) — sG
ca i i=sk(Y+L*G)

B uniform; answer other keys via trapdoor



Security proof sketch (step 1, fix k € [¢*])

* Hybrids over k € [(*]: W =BW, — kG, Y =BY — (*G
v = [B|W+kG | Y+ Gk,
Cco :=SsA
1k = [Cak | €3k | Can] ky +sd] +xi|q/K]
C k=B
c3x = sk (W+kG) — sG
ca i i=sk(Y+L*G)

rewrite c1 x (noise flooding)
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Security proof sketch (step 1, fix k € [¢*])

® Hybrids over k € [(*]: W =BW, — kG, Y =BY —(*G
vl = [B|W+kG | Y+ G k,
co :=sA
c1k = [Cok | €3k | Cak] ki +sd] +xc[q/K]
Co = skB
3k = Co W) —sG
Cqk = C2,k?

fold €34, €ak onto cok (noise flooding)
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Security proof sketch (step 1, fix k € [¢*])

* Hybrids over k € [(*]: W = BW, — kG, Y =BY —(*G
vl = [B|W+kG | Y+(*G| k.

co :=sA
c1k = [Cok | €3k | Cak] ki +sd] +xc[q/K]
Cok 1= <5 Ly
C3 ) = cz,kV"Vk —sG
Chk = C2,k?

Cok <$ ZZ’ (LWE)
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Security proof sketch (step 1, fix k € [¢*])

® Hybrids over k € [(*]: W = BW, — kG, Y =BY —/*G
vl = [B|W+kG | Y+(*G| k|
co :=SsA
c1k = [Cok | €3k | Cak] ki +sd] +xc[q/K]
Cok i=¢$ Ly
C3k =S 77
Cqp i= <5 Zg’

C3.k, Cak <5 Zg (GLHL) = repeat over k, then reduce to ALS
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Security proof: reduction to ALS[¢*]

A= Aas
D, Dy _1 | D, = DALSE D¢ 41

® keys for £ £ £* are answered with the known Ty;
® keys for £ = ¢* are forwarded to the ALS challenger.
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Permissive UIPFE

Goal: a key of length ¢’ decrypts any ciphertext of length £ > (', recovering (x|[s], ).

® Encryption: encrypt every prefix x|j, £’ € [¢], sharing the same s and co.
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Permissive UIPFE

Goal: a key of length ¢' decrypts any ciphertext of length £ > ¢/, recovering (x|, y).

® Encryption: encrypt every prefix x|j, £’ € [¢], sharing the same s and co.
® Decryption: use the block matching the key length.
* Cost: ciphertexts grow to O(¢?).

Proof idea: reduce to ALS[¢*(¢* 4 1)/2] by embedding each length in its own block,
Kb = [Xplpy |- | Xblpe ] §=1[0]--|y|--1]0],

so that (X, ¥) = (xp|[e, y)-



Fine-grained UIPFE — almost for free

The reduction is modular: swap the underlying ALS IPFE for a richer bounded IPFE,
reducing to the IB-/AB-IPFE of Lai-Liu-Wang [LLW21].

® |dentity-based: bind ¢ to an identity,

Co .= S[A | Aid]y Aid =G + Zi b,'A,'.
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Fine-grained UIPFE — almost for free

The reduction is modular: swap the underlying ALS IPFE for a richer bounded IPFE,
reducing to the IB-/AB-IPFE of Lai-Liu-Wang [LLW21].

® |dentity-based: bind ¢ to an identity,
co:=s[A| Agl, Aig =G+, biA;.
® Attribute-based: use homomorphic evaluation [GSW13; Bon+14],
co:=s[A|Ay], Ac = EvalC({A;}, C);
decryption succeeds iff C(w) = 0.

Same proof skeleton — only the final reduction target changes. AB-UIPFE is selective and supports
depth-d circuits.



The big picture

(bounded) IPFE
ALS [ALS16]

(bounded) IB/AB-IPFE
LLW [LLW21]

permissive IB-/AB-
UIPFE UIPFE

Every UIPFE variant reduces, in a black-box and modular way, to a bounded IPFE.

Cini, Tairi SCN 2026
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Open problems

® More efficient permissive UIPFE — linear (not quadratic) ciphertexts?
® Lattice-based function-hiding IPFE? (lower bounds [Una20])
e |attice-based compact quadratic FE? (lower bounds [TU24])

e UIPFE with keys for the larger domain (opposite of permissive)?
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Open problems

® More efficient permissive UIPFE — linear (not quadratic) ciphertexts?
e Lattice-based function-hiding IPFE? (lower bounds [Una20])
e |attice-based compact quadratic FE? (lower bounds [TU24])

e UIPFE with keys for the larger domain (opposite of permissive)?

Thank you!

ia.cr/2026/062
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