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Oblivious PRFs [ikk14; cHL22]

A PRF Fy evaluated between two parties: the server holds the secret key k and the client
holds the input x.
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Oblivious PRFs [ikk14; cHL22]

A PRF Fy evaluated between two parties: the server holds the secret key k and the client
holds the input x.

pseudorandomness: client learns y = Fi(x) and nothing about k

blinded input

L \K{j blinded evaluation

Client: input x Server: key k

request privacy: server learns nothing about x or y
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Oblivious PRFs [skk14; cHL22]

A PRF Fy evaluated between two parties: the server holds the secret key k and the client

holds the input x.

pseudorandomness: client learns y = Fi(x) and nothing about k

, blinded input P

f blinded evaluation
Client: input x Server: key k

request privacy: server learns nothing about x or y

® Verifiable (VOPRF): the client is convinced y was computed under the committed key.

e Partial (POPRF): input splits into a public tag t and a private x; y = Fk(t, x).

Applications: Privacy Pass [Dav+18], PAKE/OPAQUE [JKX18], compromised-credential
checking [Li+19], password-protected secret sharing [Jar+16], . ..
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Post-quantum (V)(P)OPRFs

Scheme Assumption Rounds Communication Model
[Alb+21] RLWE + SIS 2 > 128 GB strong, QROM
[Alb+24] heuristic (broken [CJ25]) 2 15MB + 633 KB strong, ROM
[Beu+25] Legendre PRF 9 911 KB strong, ROM
[Yan+25] Power-Residue PRF >5 > 1,600 KB strong, ROM
[AG24] RLWE 2 108 KB + 189 KB weak, ROM

LeOPaRd MLWE-PRF-RU 4+ MLWE + MSIS 2 (104+31)KB + 97KB  strong, ROM

Communication = offline + online per query; for LeOPaRd the offline part is one-time + per-query.

“strong” = simulation-based model of [Tya+22]; “weak” = one-more-style [FL(525].
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Post-quantum (V)(P)OPRFs

Scheme Assumption Rounds Communication Model
[Alb+21] RLWE + SIS 2 > 128 GB strong, QROM
[Alb+24] heuristic (broken [CJ25]) 2 15MB + 633 KB strong, ROM
[Beu+25] Legendre PRF 9 911 KB strong, ROM
[Yan+25] Power-Residue PRF >5 > 1,600 KB strong, ROM
[AG24] RLWE 2 108 KB + 189 KB weak, ROM

LeOPaRd MLWE-PRF-RU 4+ MLWE + MSIS 2 (104+31)KB + 97KB  strong, ROM

Communication = offline + online per query; for LeOPaRd the offline part is one-time + per-query.

“strong” = simulation-based model of [Tya+22]; “weak” = one-more-style [FL(525].

~ 138 KB total and 2x less online communication than the state of the art.
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The 2HashDH blueprint [ikkia4]

In a group (multiplicative blinding [Bol03]):

® public: g, pk = g¥

by := Hi(x), client sends ¢, := by - g"
® server returns uy := ¢

client unblinds z := u, - pk=" = Hy(x)*

output y := Ha(x, z)

blinding = a statistical pad: g" uniform
— stripped exactly via the homomorphism
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® public: g, pk = g¥

by := Hi(x), client sends ¢, := by - g"

® server returns uy := ¢

client unblinds z := u, - pk=" = Hy(x)*

output y := Ha(x, z)

blinding = a statistical pad: g" uniform
— stripped exactly via the homomorphism
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Over lattices: By := H(x)
® public: A,, vk :=Ak+ e
® client sends C, := RA, + B,
® server returns u, ;= C,k + el
® client unblinds u, — Rv, = B,k + €. — Re;
—_——
er
® round: z := Bk +ef], = |Bxk],
blinding = a computational pad (Knapsack MLWE)
RA, ~ uniform — stripped only approximately
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The 2HashDH blueprint [ikkia4]

In a group (multiplicative blinding [Bol03]): Over lattices: By := H(x)
® public: g, pk:=gk e public: A,, vy :=Ak+e,
® b, := Hi(x), client sends ¢y := by - g" ® client sends C, := RA, + B,
® server returns uy := ¢ ® server returns u, ;= C,k + el
® client unblinds z := u, - pk=" = Hy(x)* e client unblinds u, — Rvy = B,k + e, — Reg
—_——
® output y := Ha(x, z) er

® round: z := Bk +ef], = |Bxk],
blinding = a statistical pad: g" uniform blinding = a computational pad (Knapsack MLWE)
— stripped exactly via the homomorphism RA, ~ uniform — stripped only approximately

g"— RA,, pk™"+— —Rvy, outer hash — rounding — correct as long as ef stays small.
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The obstacle: client controls C,

The server's answer u, = C k + €, looks like an MLWE sample, but C, is chosen by a
malicious client:

‘é client can plant a trapdoored, structured C, that leaks k
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® [AG24]: replace flooding by a Rényi divergence argument — much better parameters, but

= forces a weaker, one-more-style security model (no indistinguishability-based proof) [FLO25];
= loses /@ in the total number of queries @ across all inputs (global bound).
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The obstacle: client controls C,

The server's answer u, = C k + €, looks like an MLWE sample, but C, is chosen by a
malicious client:

# client can plant a trapdoored, structured C, that leaks k

* [Alb+21]: noise flooding — take ||€|| = O(2*) so that uy statistically hides everything.
= ey is also O(2*) = g = O(2%"), and communication is quadratic in log g.

® [AG24]: replace flooding by a Rényi divergence argument — much better parameters, but
= forces a weaker, one-more-style security model (no indistinguishability-based proof) [FLO25];
= loses /@ in the total number of queries @ across all inputs (global bound).

Can we keep the strong model and a small modulus (with no flooding and no FHE)?
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Our idea: commit-then-sample

Key change

The client commits to R first, ¢, < Com(R), and only then gets A, := RO,(c,).

Esgin, Steinfeld, Tairi, Xu CRYPTO 2026 6/18



Our idea: commit-then-sample

Key change

The client commits to R first, ¢, < Com(R), and only then gets A, := RO,(c,).

® The client must fix R before seeing the MLWE sample v, = A,k + es = it cannot bias
C, as a function of the sample.
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Our idea: commit-then-sample

Key change

The client commits to R first, ¢, < Com(R), and only then gets A, := RO,(c,).

® The client must fix R before seeing the MLWE sample v, = A,k + es = it cannot bias
C, as a function of the sample.

® Given (vg, z) with z = B, +k + e, — Res, the reply is determined: uy, = z + Rvy
— the security reduces to whether the pair (vk, z) hides k.

® New observation: building Cy in Knapsack form RA, 4+ By ; (instead of
SA, + E + B, ;) makes es = e, — Re; independent of k = a large PRF key is allowed.

* Now e/ only has to be polynomially wider than e; = no noise flooding.

MLWE-PRF-RU: "a mix of MLWE and deficient PRF samples, under a committed R, hides k"
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LeOPaRd

Client (t, x) Server (k), pk := Com(k)
R «sy,, ¢ + Com(R) : :
| cr :
5 | |
. 3 3
E | |
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LeOPaRd

Client (t, x) Server (k), pk := Com(k)
R «sy,, ¢ + Com(R) 3 3
2 1 = :
£ | A= RO, (c,)
) | i | v = Ak +es
o ! !
£ ‘ ‘
E | |
° ! !
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LeOPaRd

online

Client (t, x) Server (k), pk := Com(k)
! !
R «sy,, ¢ + Com(R) 3 3
" | Cr |
= " A, =RO,(c))
o : vy : v = Ak +es
................................................ e
B.: :=H(x,t), dx <+ Com(x) :
Cx = RAr + Bx,t dx C T :
1 X1 (= |
!
!
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LeOPaRd

Client (t, x) Server (k), pk := Com(k)
! !
R «sy,, ¢ + Com(R) 3 3
" | Cr |
= " A, =RO,(c))
o : vy : v = Ak +es
................................................ e
B.::=H(x, t), dy + Com(x) |
C.:=RA, +B,: | d. C. = |
) I T e I
c | |
5 3 uy, T 3 ue = Cik t-e.
1 1
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LeOPaRd

Client (t, x) Server (k), pk := Com(k)
R «sy,, ¢ + Com(R) 3 3
Cr
2 1 l
£ | A= RO,(c/)
) | i | v = Ak +es
B.::=H(x,t), d < Com(x) . :
Cx = RAr + Bx,t : dx CX T :
g : — |
= | | L /
S : Uy, T : Uy —ka+es

z := |ux — Rvy], = | Bx.tk]p
y := RO.(t, x, z, pk)
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LeOPaRd

Client (t, x) Server (k), pk := Com(k)
R «sy,, ¢ + Com(R) | |
| cr |
[} | |
£ | " A, =RO,(c))
© : Vi : v = Ak +es
B.: := H(x, t), dx + Com(x) :
Cx = RAr + Bx,t : d>< C>< T :
g : — |
E 3 U, Ts 3 ux 1= Cok o+ e

z := [ux — Rvk]p = |Bxtk]p
y := RO.(t, x, z, pk)

® 7, ms: well-formedness NIZKs (LaBRADOR [BS23] + [LNP22]); no straight-line extractability needed.
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New assumption: MLWE-PRF-RU

A mix of MLWE and PRF samples in which the PRF error is deficient — exactly what the client sees.

MLWE-PRF-RU?  (k +s X7 adversary queries adaptively, |R]jcc < Br, < QZ° queries per x)

SampMLWEcom(R): A s Révx’", e<+s N

c:=Ak+e (b=1) or c+«s Rév (b=0); store (c,e,R); return (A c)
SampPRF-RU(A, x): look up (e,R) for A, e’ s B, :=H(x)

returnz =B,k +e’' —~Re (b=1) or z:=y,+e' —Re, y,+$R] (b=0)

® Correspondence: € <> Vi, z <> ux — Rvy
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® Re-use: the same MLWE error e appears in ¢ and in z— the PRF error € — Re is deficient: correlated,
and not a clean Gaussian.
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New assumption: MLWE-PRF-RU

A mix of MLWE and PRF samples in which the PRF error is deficient — exactly what the client sees.

MLWE-PRF-RU?  (k +s X7 adversary queries adaptively, |R]jcc < Br, < QZ° queries per x)

SampMLWEcom(R): A s Révx"’, e<+s N

c:=Ak+e (b=1) or c+«s Rév (b=0); store (c,e,R); return (A c)
SampPRF-RU(A, x): look up (e,R) for A, e’ s B, :=H(x)

returnz =B,k +e’' —~Re (b=1) or z:=y,+e' —Re, y,+$R] (b=0)

® Correspondence: € <> Vi, z <> ux — Rvy

® Re-use: the same MLWE error e appears in ¢ and in z— the PRF error € — Re is deficient: correlated,
and not a clean Gaussian.

® Commit-then-sample: R is an input to SampMLWEcom — fixed before (A, c) is seen.
Without this, the adversary could correlate R with the sample and plant a trapdoor.
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Reduction to MLWE

MLWE-PRF-RU  (what LeOPaRd’s proof needs)
ci=Ak+e, z = Bxk-‘rE? —Rje;
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Reduction to MLWE

MLWE-PRF-RU  (what LeOPaRd’s proof needs)
ci=Ak+e, z = Bxk+e? —Rje;

L J

split the mask e’ = e + &, hand the correlations out as two hints — statistical

r ~\

Hint-MLWE-PRF
ci=Ak+e, ygx=Bxk+eg, hintshg,=ej —eg, h; =8 —Rie;

L J
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L J

absorb the hints using generalized Hint-MLWE [Kim+23; ENP24]

MLWE-PRF
ci=Ak+e;, YB.x = Bk + €p x (independent Gaussians)

Esgin, Steinfeld, Tairi, Xu LeOPaRd: Post-Quantum Oblivious PRFs CRYPTO 2026 9/18



Reduction to MLWE

MLWE-PRF-RU  (what LeOPaRd’s proof needs)
ci=Ak+e;, z,=Bxk+e!—Rje;

L J

split the mask e’ = e + &, hand the correlations out as two hints — statistical

r ~\

Hint-MLWE-PRF
ci=Ak+e, ygx=Bxk+eg, hintshg,=ej —eg, h; =8 —Rie;

L J

absorb the hints using generalized Hint-MLWE [Kim+23; ENP24]

hardness

MLWE-PRF )
ci=Ak+e;, YB.x = Bk + €p x (independent Gaussians)

H as a random oracle H as the BP14 PRF mapping [BP14]

MLWE (standard) )
ci=Ak+e;
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Reduction to MLWE

MLWE-PRF-RU  (what LeOPaRd’s proof needs)
ci=Ak+e;, z,=Bxk+e!—Rje;

L J

split the mask e’ = e + &, hand the correlations out as two hints — statistical

r ~\

Hint-MLWE-PRF
ci=Ak+e, ygx=Bxk+eg, hintshg,=ej —eg, h; =8 —Rie;

L J

absorb the hints using generalized Hint-MLWE [Kim+23; ENP24]

hardness

MLWE-PRF )
ci=Ak+e;, YBx = Bk + €p x (independent Gaussians)

H as a random oracle H as the BP14 PRF mapping [BP14]

MLWE (standard) )
ci=Ak+e;

J

Every step is tight up to statistical losses — no rewinding, no complexity leveraging.
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Proof sketch: the deficiency are hints

Step 1. The PRF error e’ — Re is correlated with the MLWE error e. Split e’ = ez + &’ and give
the correlations away:

hg :=ej — ez, h:=&' —Re = ys+hs+h = Bsk+e’ —Re.
—_—

simulated by B
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the correlations away:

hg:=ej —es, h:=&' —Re = ys+hs+h = Bsk+e’ —Re.
Step 2. Conditioned on a hint h = &’ — Re, the error e is still a discrete Gaussian — re-centred, with
covariance ¥y = (21_1 + %RTR)_1 = the reduction samples the hints itself, then corrects its
MLWE-PRF samples.
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Step 1. The PRF error e’ — Re is correlated with the MLWE error e. Split e’ = ez + &’ and give
the correlations away:
hg:=ej —es, h:=&' —Re = ys+hs+h = Bsk+e’ —Re.
—_—
simulated by B
Step 2. Conditioned on a hint h = &’ — Re, the error e is still a discrete Gaussian — re-centred, with
covariance ¥o = (X' + §1—ZRTR)_1 = the reduction samples the hints itself, then corrects its
MLWE-PRF samples.
® New vs. Hint-MLWE [Kim+23; ENP24]: non-square, adaptively chosen hint matrices R;, and
PRF samples w.r.t. non-random B, = H(x) — all Q2° hints on the same x hit the same error
eg, a fixed identity-block hint matrix.
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Proof sketch: the deficiency are hints
Step 1. The PRF error e’ — Re is correlated with the MLWE error e. Split e’ = ez + &’ and give
the correlations away:
h:=&' —Re = ys+hs+h = Bsk+e’ —Re.

simulated by B
Step 2. Conditioned on a hint h = &’ — Re, the error e is still a discrete Gaussian — re-centred, with
covariance ¥y = (21_1 + %RTR)_1 = the reduction samples the hints itself, then corrects its
MLWE-PRF samples.

® New vs. Hint-MLWE [Kim+23; ENP24]: non-square, adaptively chosen hint matrices R;, and
PRF samples w.r.t. non-random B, = H(x) — all Q2° hints on the same x hit the same error

eg, a fixed identity-block hint matrix.

’
hB —ep —es,

Two masking conditions

$1/s > npBrdvhN s,/sB = N/ QL°

n a1 (smoothing); ||R||ec < Br, R € RN, d = ring dim.

widths: e ~ s, egp ~ s, 8’ ~ 51, ez ~ 51 B;
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Proof sketch: the deficiency are hints
Step 1. The PRF error e’ — Re is correlated with the MLWE error e. Split e’ = ez + &’ and give
the correlations away:

hg:=ej —es, h:=&' —Re = ys+hs+h = Bsk+e’ —Re.

simulated by B

Step 2. Conditioned on a hint h = &’ — Re, the error e is still a discrete Gaussian — re-centred, with
covariance ¥y = (Zl_l + %RTR)_1 = the reduction samples the hints itself, then corrects its
MLWE-PRF samples.

® New vs. Hint-MLWE [Kim+23; ENP24]: non-square, adaptively chosen hint matrices R;, and
PRF samples w.r.t. non-random B, = H(x) — all Q2° hints on the same x hit the same error

eg, a fixed identity-block hint matrix.

Two masking conditions

5/s > npB.dvhN s1.8/s8 > M/ @:°

n a1 (smoothing); ||R||ec < Br, R € RN, d = ring dim.

widths: e ~ s, egp ~ s, 8’ ~ 51, ez ~ 51 B;

The mask e’ must dominate (i) the hint matrix and (ii) the number of hints on the same x.
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Is the \/ Q2 condition necessary? (yes, an averaging attack)

® Query the same x a total of Qg° times, unblind:
z; = B.k + eJ’- — Rjej.

one response: o1 > 1

. (Bx.k)L .
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Is the \/ Q2 condition necessary? (yes, an averaging attack)

® Query the same x a total of Qg° times, unblind:
z; = B.k + e} — Rjej.

average:

® Average over the rationals: one response: o1 > 1

01 t t t t t *
= (BuK),

- 1 _ _
Z:Q_)‘?OZZJZBXk—'_e, U(e)%
J
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Is the \/ Q;c condition necessary? (yes, an averaging attack)

® Query the same x a total of Q2° times, unblind: 2] = Bek v
z; = Bxk + e} — Rjej. ;

® Average over the rationals:

- 1 ~ _ — /N
zZ= Q_)?O ZZJ' = Bxk + e, 0’(8) ~ Qoo . (BXk)L
j X

* Once o(€) < %: rounding Z coordinate-wise reveals
B,k exactly — then solve for k.
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Is the QSC condition necessary? (yes, an averaging attack)

® Query the same x a total of Q2° times, unblind: 2] = Bek v
z; = B.k + e} — Rjej.

average:

| |
| |
: : one response: o1 > 1

® Average over the rationals:

- 1 ~ _ — LN
zZ= Q_)?O ZZJ' = Bxk + e, 0’(8) ~ Qoo . (BXk)L
j X

* Once o(€) < %: rounding Z coordinate-wise reveals
B,k exactly — then solve for k.

Necessary vs. sufficient
attack = need o01/0 2 \/QX/c our reduction needs s; g/sg > 11/ QX

o1, 0 = standard deviations of the mask eJ/. and the MLWE error €; (o the widths s1,s); ¢ > 1 a small constant

Esgin, Steinfeld, Tairi, Xu CRYPTO 2026 11/18



From the assumption to the protocol (pseudorandomness, POPRF)

The simulator must answer a malicious client without using k (we remove it in three hybrids):

what the client sees  (changes red, then settle)

pk = Com(k)

client: ¢, = Com(R), d, =Com(x), C,, 7
ms < NIZK.P(stmt; k, e, €}, px)

vie = Ak+eg

u, = Cik+el

y = RO,(t, x, |ux — Rvy],, pk)
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The simulator must answer a malicious client without using k (we remove it in three hybrids):

® Hybrid 1: simulate 7

what the client sees  (changes red, then settle)
zero-knowledge of NIZK

pk = Com(k)

client: ¢, = Com(R), d, =Com(x), C,, 7
s < NIZK.S(stmt)

vie = Ak+eg

u, = Cik+el

y = RO,(t, x, |ux — Rvy],, pk)

Esgin, Steinfeld, Tairi, Xu CRYPTO 2026 12/18



From the assumption to the protocol (pseudorandomness, POPRF)

The simulator must answer a malicious client without using k (we remove it in three hybrids):

® Hybrid 1: simulate 7

what the client sees  (changes red, then settle)
zero-knowledge of NIZK

pk = Com(0) ® Hybrid 2: commit to 0 in pk
client: ¢, = Com(R), d, = Com(x), C,, 7. hiding of the commitment
s+ NIZK.S(stmt)

vie = Ak+eg

u, = Cik+el

y = RO,(t, x, |ux — Rvy],, pk)
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From the assumption to the protocol (pseudorandomness, POPRF)

The simulator must answer a malicious client without using k (we remove it in three hybrids):

® Hybrid 1: simulate 7

what the client sees  (changes red, then settle)
zero-knowledge of NIZK

pk = Com(0) ® Hybrid 2: commit to 0 in pk

client: ¢, = Com(R), d, = Com(x), C,, 7 hiding of the commitment

Hybrid 3: extract (R, x) from (c;, dy),
— NIZK.S(stmt °ny

Tis (stmt) answer via the MLWE-PRF-RU oracles
Vg = C < SampMLWEcom(R) extractable commitments (Regev encryption

u, = z+ Rc, z+ SampPRF-RU(A,, x) eeos]
y = RO,(t, x, [ux — Rvi],, pk)
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From the assumption to the protocol (pseudorandomness, POPRF)

The simulator must answer a malicious client without using k (we remove it in three hybrids):

® Hybrid 1: simulate 7

what the client sees  (changes red, then settle)
zero-knowledge of NIZK

pk = Com(0) ® Hybrid 2: commit to 0 in pk

client: ¢, = Com(R), d, = Com(x), C,, 7 hiding of the commitment

Hybrid 3: extract (R, x) from (c;, dy),
« NIZK.S(stmt sy

Tis (stmt) answer via the MLWE-PRF-RU oracles

Vg = C < Sampl\/ILWEcom(R) extractable commitments (Regev encryption

u, = z+ Rc, z+ SampPRF-RU(A,, x) (Reetsh
y = RO,(t, x, [ux — Rvi],, pk)

® b =0: (v, ux) uniform = view
independent of k v
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From the assumption to the protocol (pseudorandomness, POPRF)

The simulator must answer a malicious client without using k (we remove it in three hybrids):

® Hybrid 1: simulate 7

what the client sees  (changes red, then settle)
zero-knowledge of NIZK

pk = Com(0) ® Hybrid 2: commit to 0 in pk
hiding of the commitment

client: ¢, = Com(R), d, =Com(x), C,, 7
® Hybrid 3: extract (R, x) from (c,, d,),

ms ¢ NIZK.S(stmt) answer via the MLWE-PRF-RU oracles
Vg = C < Sampl\/ILWEcom(R) extractable commitments (Regev encryption

u, = z+ Rc, z <« SampPRF-RU(A,, x) [Reg02]
y = RO,(t, x, [ux — Rvi],, pk)

® b =0: (v, ux) uniform = view
independent of k v

Malicious server (request privacy, POPRIV2) follows from Knapsack MLWE.
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Concrete parameters and cost

Online communication, excluding NIZKs (= 95-bit security)

log g server client
LeOPaRd (partial), k =16 43  0.34KB 7.05KB
LeOPaRd (partial), k =32 60 047KB 13.19KB
[AG24], Q = 2° 143 1.80KB 71.50KB
[AG24], Q = 2% 151 1.80KB 75.50KB

K = correctness/uniqueness parameter
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Concrete parameters and cost

Online communication, excluding NIZKs (= 95-bit security)

logq  server client
LeOPaRd (partial), k =16 43  0.34KB 7.05KB
LeOPaRd (partial), k =32 60 047KB 13.19KB
[AG24], Q = 2° 143 1.80KB 71.50KB
[AG24], Q = 2% 151 1.80KB 75.50KB

K= correctness/uniqueness parameter

® No flooding = log g =~ 43-93 instead of 143-169 — and communication is quadratic in log g.
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Concrete parameters and cost

Online communication, excluding NIZKs (= 95-bit security)

log g server

client

LeOPaRd (partial), k =16 43  0.34KB
LeOPaRd (partial), s =32 60  0.47KB
[AG24], Q = 2° 143 1.80KB
[AG24], Q = 2% 151 1.80KB

K= correctness/uniqueness parameter

7.056KB
13.19KB
71.50KB
75.50 KB

® No flooding = log g =~ 43-93 instead of 143-169 — and communication is quadratic in log g.
® ~90% of the online cost is now the NIZKs (= 45 KB each, LaBRADOR-based; a batch of 64

queries needs one proof of 79 KB, < 1.8x a single one).
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Conclusion

A post-quantum VPOPRF with ~138 KB communication —
no noise flooding, no FHE, no straight-line extractability.

® A new interactive lattice assumption, MLWE-PRF-RU, with a reduction to MLWE.
® The v/ Qg loss is necessary (averaging attack) — our parameters are optimal up to a small constant.
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® The v/ Qg loss is necessary (averaging attack) — our parameters are optimal up to a small constant.

Open questions:
® An efficient threshold VPOPRF construction.
® Full QROM analysis.
® Universal composability (UC) security.
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Conclusion

A post-quantum VPOPRF with ~138 KB communication —
no noise flooding, no FHE, no straight-line extractability.

® A new interactive lattice assumption, MLWE-PRF-RU, with a reduction to MLWE.
® The v/ Qg loss is necessary (averaging attack) — our parameters are optimal up to a small constant.

Open questions:
® An efficient threshold VPOPRF construction.
® Full QROM analysis.
® Universal composability (UC) security.

[=]

Thank you!

ia.cr/2024/1615
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